Information Security and Cyber Law

8.1 Digital Society and Computer Ethics

A digital society refers to a world where people use digital technologies like the internet,
smartphones, and computers for everyday activities. In such a society, computer ethics becomes
very important.

Computer ethics involves the rules and guidelines for using technology responsibly and fairly.
It’s about making sure people respect others’ privacy, avoid cheating or stealing online, and use
technology in a way that doesn’t harm others.

Computer Ethics?

Talk about Intellectual Property first.
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The Ten Commandments of Computer Ethics were created by the Computer Ethics Institute
to promote ethical use of technology. Here they are,:

1. Do not use computers to harm others.
Avoid actions like hacking, spreading viruses, or stealing personal information.
2. Do not interfere with other people’s computer work.
Don’t disrupt others’ activities, such as deleting their files or sending spam.
3. Do not snoop around in other people’s files.
Respect others’ privacy; do not access or share their information without permission.
4. Do not use a computer to steal.
Avoid taking things like money, data, or intellectual property using computers.
5. Do not use a computer to lie or spread false information.
Always share truthful and accurate information online.



6. Do not copy or use software you have not paid for.
Respect copyrights by avoiding piracy; always use legal copies of software.
7. Do not use other people's computer resources without permission.
Don’t use someone else’s internet, hardware, or cloud services without their consent.
8. Do not take credit for other people’s work.
Always give credit to creators for their work, whether it’s writing, artwork, or code.
9. Think about the social impact of the programs you write or the systems you design.
Ensure your technology benefits society and doesn’t cause harm.
10. Use computers in ways that respect others and their rights.
Treat everyone fairly and responsibly when using technology.

These commandments guide people to use technology ethically and responsibly in a digital
world.

8.2 Concept of Information Security

Information security is the practice of protecting information from unauthorized access, use, or
theft. It includes steps like using passwords, encryption, and firewalls to keep sensitive data safe.
Information security is crucial in a digital world where data is stored and shared online.

Information Security Principle

Information security principles focus on ensuring the confidentiality, integrity, and availability of
data. Confidentiality means keeping sensitive information private and ensuring only authorized
individuals can access it. Integrity ensures that data remains accurate, reliable, and unaltered,
preventing unauthorized modifications. Availability ensures that data and systems are accessible
and functional when needed by authorized users. These principles are supported by practices
such as encryption, access control, and regular backups, which work together to protect data
from threats, maintain its quality, and ensure it is available to those who need it.



Information Security Policy

An information security policy is a set of rules and guidelines designed to protect an
organization’s information and IT systems from threats such as unauthorized access, data
breaches, and cyberattacks. It outlines the measures and practices employees and stakeholders
must follow to ensure the confidentiality, integrity, and availability of data. The policy typically
includes requirements for secure password management, encryption, user access controls, and
procedures for handling sensitive information. It also specifies how to respond to security
incidents and regularly update security protocols to address emerging risks, ensuring that the
organization’s data and systems remain safe from potential threats.

availability of information across all
formats.

Aspect Information Security Cyber Security

Define Protecting all types of information Protecting digital data,
(digital, physical, etc.) from systems, and networks from
unauthorized access or damage. cyber threats.

Scope Covers both digital and non-digital Focuses only on protecting
information (e.g., paper records). digital information and

internet-connected systems.
Purpose Ensures confidentiality, integrity, and Aims to protect digital assets

from cyberattacks like
hacking, viruses, and
malware.

Area of concern

Includes physical security, data storage,
personnel access, and communication.

Primarily focuses on network
security, application security,
and online threats.

Tools & Practices

Encryption, access controls, backup
strategies, and physical security.

Firewalls, antivirus software,
intrusion detection systems,
and encryption for online
data.

Examples

Protecting paper files, securing
confidential business plans, or managing
access to company data.

Defending against malware,
ransomware, phishing, and
protecting online accounts.

8.3 Concept of Cybercrime

Cybercrime refers to illegal activities that are carried out using computers, networks, or the
internet. This includes a wide range of crimes such as hacking, identity theft, financial fraud,
cyberbullying, online harassment, and the distribution of malware or ransomware.
Cybercriminals exploit vulnerabilities in digital systems to steal personal information, disrupt
services, or cause financial or reputational damage to individuals, organizations, or even
governments. As technology evolves, cybercrime continues to grow in complexity and scale,
making it a significant concern for law enforcement and cybersecurity professionals worldwide.




Cybercrimes can be classified into various types based on the nature of the crime. Here are some
common types of cybercrime:

1.

10.

Hacking: Unauthorized access to computer systems or networks, often with the intent to
steal or manipulate data, or disrupt operations. Hackers may exploit vulnerabilities in
software or networks.

Identity Theft: The illegal use of someone’s personal information, such as Social
Security numbers, credit card details, or login credentials, to commit fraud or steal
money.

Phishing: A technique used to trick individuals into providing sensitive information like
passwords, bank account numbers, or credit card details, often through fake emails or
websites that appear legitimate.

Malware Attacks: Malicious software like viruses, worms, Trojans, or ransomware is
used to damage or disrupt systems, steal data, or lock users out of their files until a
ransom is paid.

Denial-of-Service (DoS) Attacks: Attackers flood a network or website with excessive
traffic, causing it to crash and preventing legitimate users from accessing the service.
Online Fraud: Engaging in fraudulent activities through online platforms, such as fake
online shopping schemes, auction fraud, or financial scams.

Cyberbullying: Using the internet, social media, or other online platforms to harass,
threaten, or bully individuals, often with the intent to harm their mental or emotional
well-being.

Intellectual Property Theft: The unauthorized use or distribution of copyrighted
material, such as software, music, movies, or books, often through illegal downloading or
piracy.

Child Exploitation: Involves using the internet for illegal activities like the distribution
of child pornography or online sexual exploitation of minors.

Cyber Espionage: The act of spying on organizations or governments using digital tools
to steal confidential or sensitive information, often for political or economic gain.

These types of cybercrime can have serious legal and financial consequences for individuals,
businesses, and governments.



Cybercrime can be categorized into two primary types based on the nature of the crime:
1. Criminal Activity that Targets Computers or Networks

These crimes specifically target computer systems, networks, or digital devices as the primary
victim, aiming to disrupt or damage them.

e Hacking: Unauthorized access to computer systems or networks, often to steal or
manipulate data.

o Malware Attacks: The use of viruses, worms, Trojans, or ransomware to damage or
disrupt computer systems, steal data, or cause harm to a network.

« Denial-of-Service (DoS) Attacks: Overloading a network or website with traffic,
causing it to crash and become unavailable to legitimate users.

« Data Breaches: Unauthorized access to sensitive or classified information, often leading
to theft of data such as financial information or personal records.

o Botnets: A network of infected computers controlled by cybercriminals to launch attacks
or spread malware.

2. Criminal Activity that Uses Computers to Commit Other Crimes

These crimes involve using computers or the internet as a tool to carry out traditional crimes,
such as fraud, theft, or harassment.

Identity Theft: Using computers to steal personal information like credit card details,

bank account numbers, or social security numbers to commit fraud.

e Cyberbullying and Online Harassment: Using the internet or social media platforms to
threaten, harass, or intimidate others.

o Phishing: Sending fake emails or messages to trick individuals into providing sensitive
information, such as passwords, credit card details, or login credentials.

e Online Fraud: Committing fraudulent activities like selling fake products or services
through e-commerce platforms or conducting financial scams online.

o Child Exploitation: Using the internet to exploit or distribute illegal content involving

minors, such as child pornography.

These two categories help distinguish between crimes that directly target digital systems and
those that use digital platforms as tools to commit more traditional forms of crime.

8.4 Malicious Software and Spam

Malicious software (malware) is any program designed to damage, steal, or disrupt computer
systems. This includes viruses, worms, and ransomware. Spam refers to unwanted and often
harmful messages or emails sent to a large number of people, usually for advertising or phishing
purposes. Both malware and spam can cause significant problems for users.



Here are descriptions of some common types of malware:

1. Viruses: Malicious software that attaches itself to clean files and spreads to other files or
systems, often corrupting or deleting data.

2. Ransomware: Malware that locks or encrypts a user's data and demands payment
(ransom) in exchange for restoring access to it.

3. Trojans: Malicious programs disguised as legitimate software that trick users into
installing them, allowing attackers to gain unauthorized access to systems.

4. Worms: Self-replicating malware that spreads across networks without needing to attach
to files, often consuming bandwidth and slowing down systems.

5. Spyware: Software that secretly monitors and collects user activity, such as browsing
habits or personal information, without the user’s consent.

Phishing

Phishing is a type of cybercrime where attackers impersonate legitimate organizations or
individuals to trick victims into revealing sensitive information, such as passwords, credit card
details, or login credentials. This is typically done through fraudulent emails, text messages, or
websites that appear to be genuine, but are designed to deceive. The goal of phishing is to exploit
the victim’s trust and gain unauthorized access to their accounts or personal data, often leading to
identity theft, financial loss, or other forms of fraud.

Scamming

Scamming is a fraudulent activity where criminals deceive individuals or organizations to gain
money, goods, or personal information through dishonest means. Scams can occur through



various methods, such as fake online stores, lottery or prize scams, investment frauds, or
impersonating trusted entities like banks or government agencies. The aim is to trick victims into
believing they are engaging in legitimate transactions, often by creating a sense of urgency or
offering deals that seem too good to be true, resulting in financial loss or identity theft.
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8.5 Protection from Cybercrime

Protecting yourself from cybercrime involves using strong passwords, keeping software up-to-
date, avoiding suspicious emails or websites, and using antivirus software. It's also important to
be cautious when sharing personal information online to avoid being tricked by cybercriminals.

Here are some key safety measures to protect against cybercrime:

1. Use Strong Passwords: Create complex passwords that include a mix of letters,
numbers, and special characters. Avoid using the same password for multiple accounts.

2. Enable Two-Factor Authentication (2FA): Add an extra layer of security to your
accounts by requiring two forms of identification, such as a password and a verification
code sent to your phone.

3. Keep Software Updated: Regularly update your operating system, applications, and
antivirus software to protect against security vulnerabilities.

4. Install Antivirus and Anti-Malware Software: Use reliable security software to detect
and block malicious threats like viruses, ransomware, and spyware.

5. Be Cautious with Emails and Links: Avoid clicking on suspicious links or
downloading attachments from unknown sources to prevent phishing or malware
infections.

6. Use Firewalls: Enable firewalls on your devices to monitor and block any unauthorized
access to your network.

7. Backup Your Data: Regularly back up important files to an external hard drive or cloud
storage to prevent loss in case of a cyberattack.

8. Be Careful on Public Wi-Fi: Avoid conducting sensitive transactions on public Wi-Fi
networks, as they are more vulnerable to cyberattacks.



9. Monitor Financial Accounts: Regularly check bank and credit card statements for any
unauthorized transactions or suspicious activity.

10. Educate Yourself and Others: Stay informed about common cyber threats and practice
safe online habits. Educating yourself and others can help prevent falling victim to
cybercrimes.

By adopting these safety measures, individuals and organizations can significantly reduce their
risk of becoming targets of cybercrime.

8.6 Intellectual Property Rights

Intellectual Property Rights (IPR) are legal protections granted to the creators of original
works, inventions, and designs. These rights allow the creators or owners to control the use of
their creations, ensuring they can benefit financially from their work. IPR includes various
forms, such as copyright (for literary, artistic, and musical works), patents (for inventions),
trademarks (for brand names and logos), and trade secrets (for confidential business
information). By securing these rights, individuals and organizations can prevent unauthorized
use or reproduction of their intellectual assets, fostering innovation, creativity, and economic
growth.

8.7 Concept of Digital Signature

A digital signature is a secure way to prove the authenticity of a digital document or message.
It’s like an electronic version of a handwritten signature, used to verify that the sender of the
message is who they say they are and that the content hasn’t been changed. Digital signatures use
encryption to protect the integrity of the message.

Digital signature serve general purpose like
e Evidence

e Sender’s authenticity
e Approval of documents



DIGITAL
SIGNATURE

v LY

8.8 Concept of Cyber Law in Nepal

Cyber Law in Nepal refers to the legal framework that governs activities related to the use of
digital technologies, including the internet, computers, and networks. These laws are designed to
address issues like cybercrime, data protection, online privacy, and intellectual property in the
digital space. Nepal has developed its own set of laws and regulations to protect individuals and
organizations from cyber threats and to ensure the legal use of technology. The government and
relevant authorities have worked on creating policies and enacting laws that align with
international standards to keep up with the growing digital landscape.

Some of the key cyber laws in Nepal include:

1.

Information Technology (IT) Act 2008: This act provides the legal basis for addressing
cybercrimes and electronic transactions. It outlines offenses like hacking, data theft, and
cyber fraud, and specifies penalties for violations.

Electronic Transaction Act 2008: This law regulates electronic transactions, digital
signatures, and electronic records, ensuring legal validity for online business, contracts,
and communications.

Privacy Law: While Nepal doesn't yet have a comprehensive privacy law specifically
targeting data protection, the government has been working on frameworks to safeguard
personal data in the digital space.

Computer Crimes Act 2016: This law focuses on offenses like cyber terrorism, online
defamation, and hacking. It provides penalties for those found guilty of committing
cybercrimes.

Copyright Act 2002: This law addresses the protection of intellectual property rights,
including software, digital media, and online content, protecting creators from piracy and
unauthorized use.

Cybersecurity Framework: Nepal is working on enhancing its cybersecurity
infrastructure through various policies and frameworks to protect critical information
infrastructure and ensure a secure digital environment.



These laws aim to regulate digital activities, promote safe online practices, and protect citizens
from cyber-related offenses in Nepal. However, there are still ongoing discussions about
strengthening and updating the cyber laws to address emerging technologies and cyber threats.

8.9 ICT Policy in Nepal

The ICT Policy in Nepal is a set of guidelines and strategies aimed at promoting the use of
information and communication technology (ICT) in the country. The policy helps guide the
development of technology infrastructure, supports digital literacy, and ensures that technology
is used for the benefit of the country’s economy, education, and society.

Information Technology (IT) Policy refers to a set of guidelines, principles, and strategies
developed by governments or organizations to manage and promote the effective use of
technology. The aim of an IT policy is to establish frameworks for the development,
implementation, and regulation of information technology in a way that supports economic,
social, and technological growth while ensuring security, accessibility, and sustainability.

Objectives of Information Technology Policy:

1. Promote Digital Literacy: Ensure that individuals have the necessary skills to
effectively use and benefit from technology.

2. Encourage Technological Innovation: Foster an environment that supports innovation
and the development of new technologies.

3. Enhance Digital Infrastructure: Improve the availability and quality of digital
infrastructure like internet access, data centers, and cloud services.

4. Ensure Cybersecurity: Protect information and digital systems from cyber threats and
attacks.

5. Support E-Governance: Promote the use of digital platforms for government services to
improve transparency, efficiency, and accessibility.

6. Facilitate Economic Growth: Leverage technology to support industries, create jobs,
and stimulate economic development.

7. Ensure Privacy and Data Protection: Safeguard personal data and ensure privacy rights
are respected in the digital environment.

8. Promote Digital Inclusion: Ensure equitable access to technology and bridge the digital
divide, particularly in rural or underdeveloped areas.

Strategies to Achieve IT Policy Objectives:

1. Investment in IT Infrastructure: Build and maintain robust IT infrastructure, including
broadband connectivity, data centers, and high-speed internet, to ensure reliable access
for all.

2. Develop Skill Development Programs: Implement nationwide digital literacy and skill-
building initiatives to empower citizens with the knowledge to utilize modern
technologies.

3. Create Innovation Hubs: Support research and development (R&D) centers and
innovation hubs to encourage technological breakthroughs and startups.



4. Enforce Cybersecurity Regulations: Establish clear laws and frameworks for
cybersecurity, implement best practices for data protection, and ensure national cyber
defense capabilities.

5. Implement E-Governance Platforms: Develop and expand online government services
for citizens and businesses, reducing the need for physical paperwork and promoting
transparency.

6. Foster Public-Private Partnerships: Collaborate with private sector organizations to
develop and deploy new technologies and encourage innovation in IT solutions.

7. Support Digital Financial Services: Promote the use of secure digital payment systems,
online banking, and e-commerce platforms to encourage digital transactions and
economic participation.

8. Establish Legal Frameworks for Data Protection: Create laws to protect personal data,
ensure privacy, and establish penalties for violations related to data misuse or breaches.

These objectives and strategies work together to guide the development of information
technology within a country or organization, ensuring that technology serves both economic and
social needs, while managing risks associated with security and privacy.



